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In this issue of the distributed computing column, Marko Vukoli¢ from Pro-
tocol Labs considers the future of decentralized blockchain systems. He argues
for the importance of “inclusive” systems, like Bitcoin, where any user can par-
ticipate. And at the same time, he takes the (perhaps contrarian) position that the
issue of energy usage in Bitcoin is likely overstated, with the potential benefits
outweighing the costs. Together, these points suggest that Bitcoin is well suited
to become the base layer of a large-scale distributed distributed, and he lays out a
blueprint for just such a vision. Enjoy this (perhaps provocative) new distributed
computing column!



ON THE FUTURE OF DECENTRALIZED COMPUTING

Marko Vukolié
Protocol Labsﬂ‘

Abstract

Decentralized systems (e.g., blockchain systems) have the potential to
revolutionize financial and payment systems, as well as the internet — for
the good of humankind and planet Earth. This position paper aims at justify-
ing this standpoint and at laying out a vision for the future of decentralized
computing.

We start by revisiting the definition of decentralized systems, briefly sur-
veying the literature on the taxonomy and different facets of decentraliza-
tion. We complement existing definitions by proposing Inclusiveness as a
critical facet. We argue that our notion of Inclusiveness rules out some pop-
ular candidate technologies for a “base-level” (or L1) blockchain consensus,
namely Proof-of-Stake, from replacing Nakamoto’s Proof-of-Work (PoW)
as the base consensus technology of decentralized systems.

We further discuss why the high energy consumption of Bitcoin’s PoW
consensus is not wasteful and why Bitcoin should be embraced as the money
of the future. We then argue that future decentralized systems should aim at
leveraging the “slow-but-very-secure” PoW consensus of Bitcoin, building
systems on top of it rather than trying to replace it. Finally, we propose some
open problems for decentralized cloud computing research.

1 Introduction

Decentralized systems are a subset of distributed systems. While a distributed sys-
tem can loosely be defined as “a collection of independent computers that appears
to its users as a single coherent system” [51], a basic definition of a decentralized
system requires these independent computers to be controlled by multiple author-
ities, such that no authority is fully trusted by all [52]. In other words, authorities
— or operators controlling computers of a system — are assumed to be potentially
malicious, or Byzantine [36].

*The author is an independent computer scientist and the ConsensusLab Lead at Protocol Labs.
Email: marko @protocol.ai.



This basic definition is, however, insufficient to capture all nuances of decen-
tralization. For example, this definition is satisfied both by a global-scale open
membership (i.e., permissionless) system, such as Bitcoin [43], and by a closed
membership (i.e., permissioned) system comprising 4 companies implementing a
Byzantine fault-tolerant protocol which tolerates one Byzantine fault. While it is
intuitive that the latter system in our example is less decentralized than Bitcoin, it
should also be obvious that we need a more fine grained methodology for evalu-
ating the level of decentralization. To this end, the first contribution of this paper
(Sec. 2)) is a brief survey of the literature on taxonomy and different flavors of
decentralization. We refine the basic definition of a decentralized system of [52]
to identify four main decentralization facets of a distributed system: Resilience,
Openness, In-Protocol Incentives and Governance.

This methodology will hopefully give the reader a tool to discern genuinely
decentralized projects from others that only give an illusion of decentralization.
This seems particularly important given an explosion in the number of “decen-
tralized” cryptocurrency projects. For instance, coinmarketcap.com lists more
than 12°000 cryptocurrencies, many of which lack a concrete use case and have
their token supply and network governance controlled by their respective develop-
ment teams. These projects piggyback on the rising popularity of tokens that have
a genuine use case (e.g., Bitcoin) and can sow confusion and create speculative
bubbles.

A minority of these projects are actually motivated by improving the state of
the art in decentralized computing. For instance, some projects aim to address per-
formance limitations of Bitcoin (in particular its transaction throughput, currently
capped at about 7 transactions per second [53]]) or reduce its power consumption.
These projects are complicated by fundamental tradeoffs that underlie the design
of decentralized systems, in particular the tradeoff between scalability and perfor-
mance and its very level of decentralization. In other words, it is not easy to scale
Bitcoin while retaining its security and decentralization.

In these attempts to improve Bitcoin, there seems to be a confusion about its
actual use case. If Bitcoin is seen as a simple payment system, its performance
indeed could not answer the demands of the slightly less than 8 billion people on
planet Earth. However, Bitcoin network could be used as a final settlement layer
while the scaling could happen in a hierarchical approach, in so-called layer 2 [29]
and higher-layer protocols.

This leaves a seemingly insurmountable issue related to Bitcoin’s power con-
sumption, which today already uses roughly 0.1% of the world’s energy produc-
tion [4]. Proposals aiming at addressing this issue involve changing the base con-
sensus protocol of Bitcoin from Nakamoto’s Proof-of-Work [43]] to an alternative
one. A number of top-ranked cryptocurrencies use or plan to use the approach
called Proof-of-Stake [2] to be more “green” and energy efficient than Bitcoin.


coinmarketcap.com

Unfortunately, Proof-of-Stake is not as open and decentralized as Proof-of-
Work and is actually more akin, in its essence, to a closed membership (permis-
sioned) system. While this is intuited in open discussions since the proposal of the
Proof-of-Stake idea on the bitcointalk forum in 2011 [2]], existing definitions of
decentralized systems fail to capture this key difference between Proof-of-Work
and Proof-of-Stake. To this end, we propose a new property called Inclusiveness
(Sec. [3), which refines Openness as previously considered in the literature (and
which we cover in Sec.[2)). In short, an inclusive system designates a decentralized
system which provides equal opportunities to its participants. Inclusive systems
are a subset of open (permissionless) systems: we show that Nakamoto’s Proof-
of-Work is inclusive and that systems based on Proof-of-Stake are not. Therefore,
Proof-of-Stake cannot be used in Layer 1 in inclusive decentralized systems.

While Bitcoin is inclusive, if it is seen as a simple payment system its energy
consumption would indeed be too high a price to pay for this property. However,
energy usage or, more generally, the cost of a certain technology, should always be
evaluated in the context. We propose to re-evaluate Bitcoin’s energy consumption
considering a different use case for Bitcoin: that of inclusive decentralized money
(i.e., “peer-to-peer cash” [43]]), of the present and, especially, the future.

If one performs a thought experiment of what would happen if (when) Bitcoin
becomes the dominant form of money on Earth, the fears of “excessive”, “waste-
ful” and “useless” power consumption of Bitcoin fade away. We will perform
exactly such a thought experiment later in this paper (Sec.[d)), thus explaining why
Bitcoin’s power consumption is not wasteful or excessive, and why it is actually
good for planet Earth and mankind.

In short, in Section we make an argument that human behavior in the Bitcoin
monetary system is incentivized towards savings and rational spending on things
we need, with low time preference, encouraging long-term planning, preservation
of natural resources and sustainability. We contrast this to the current inflationary
fiat monetary system, which inherently promotes spending on things we (think
we) want and consumerism, high time preference (i.e., focus on short-term prof-
its), and where the entire economy is oriented to “growth”, which results in pro-
ducing and consuming things we often do not need, wasting resources. We will
also touch upon the equal opportunities in the Bitcoin monetary system and their
impact on human freedom and liberties, contrasting them to inequalities in the
current monetary system.

Once we agree that it is good for humankind that the Bitcoin network acts as
a backbone for future money and once we embrace this thought, it is interesting
to explore how we can use such a very secure decentralized network in use cases
beyond money. Some interesting projects pursue use cases different from the use
case Bitcoin pursues, e.g., offering decentralized storage of large volumes of data
(e.g., Filecoin [6] network which today has more than 10 exabytes (EB), or 10



million TB, of storage capacity). Other projects work towards enabling arbitrary
computation in a decentralized network. These decentralized cloud computing
projects have the potential to, one day, challenge the centralized cloud computing
operators that dominate today’s internet [27]]. Since these systems need to even-
tually scale to the workloads of today’s centralized cloud computing and beyond,
they clearly need more efficient consensus hierarchies than the one offered solely
by Bitcoin’s Proof-of-Work. However, this brings back the decentralization and
security challenges of consensus protocols other than Proof-of-Work. The key
question is: can we build more efficient decentralized systems that would benefit
from the security of Bitcoin?

To this end, we propose (in Section [5) to approach the design of the future
decentralized internet by leveraging Nakamoto’s Proof-of-Work as a secure an-
chor for critical information needed for secure operation of other, more scalable
networks. In a sense, we propose to use Bitcoin network as the backbone of the
decentralized internet, helping to secure the rest of it. As an example of such use,
we discuss a possible approach in which weights of validators in a Proof-of-Stake
network, potentially along with its state checkpoints, are anchored into the Bit-
coin blockchain, addressing the critical family of so-called long-range attacks on
Proof-of-Stake [21]. In this design, to complement Bitcoin as a secure store of
state/membership anchors, i.e., hashes of the critical state, we propose optionally
using a decentralized content addressable storage system, such as Filecoin/IPFS
[15] to resolve those hashes. Finally, we outline some open problems motivating
future work.

2 Methodology for Evaluating Decentralization in
Distributed Systems

In general, decentralized systems can be defined as a subset of distributed systems
where multiple authorities control different components and no authority is fully
trusted by all [52].

For instance, popular cloud and social networks like Google, Facebook or
Twitter, are examples of distributed systems. However, these systems are not
decentralized, as each one is controlled by a single authority (company). Note
that it is not sufficient for a system to simply have its components controlled by
multiple authorities in order to be classified as decentralized — the absence of a
single trusted authority is needed, meaning that any component in a decentralized
system can be potentially adversarial [52], or Byzantine [36].

Beyond the above broad definition of a decentralized system, computer sci-
ence literature considers multiple facets of decentralization in an attempt to char-



acterize its nuances, as well as the differences among decentralized systems (see
e.g., [44] for a recent survey). We summarize these into the following decentral-
ization facets:

1. Resilience of the system to adversarial (Byzantine) behavior of its compo-
nents, i.e., the authorities that control them, as well as the simple disappear-
ance (also called unavailability) of individual components.

Resilience itself may apply to different properties of the system, namely
safety and liveness [35,10]. Informally, a safety property of a system stip-
ulates that “bad things” do not happen and a liveness property stipulates
that “good things” do eventually happen (i.e., that the system does not stop
making progress).

For instance, an important liveness property of a blockchain system is cen-
sorship resistance [260], whereas an important safety property of a blockchain
system is double-spend resistance [43]]. We define these properties later, in
the context of Bitcoin, in Section 4.1

To quantify Resilience, the scientific literature and engineering practice is
typically interested in the minimum number of authorities that the adversary
needs to compromise to subvert a key property of the system, such as safety
or liveness. In the context of blockchains this number is sometimes referred
to as the Nakamoto coeﬁicien [48]]. Intuitively, the higher the Nakamoto
coeflicient, the higher the level of decentralization. Per the definition of a
decentralized system we adopted [52], the system cannot be deemed de-
centralized if this number is 1 — i.e., if a single participating authority
can compromise a key property of the system. Finally, when evaluating
the Nakamoto coefficient, it is important to consider possible business rela-
tions or shared control structures among otherwise seemingly independent
authorities.

2. Openness of the system to new participants. In this sense, a widely-used
classification of blockchain systems into permissioned and permissionless
systems (see e.g., [40]]) reflects this property. Permissionless systems allow
participants to self-elect into the system, whereas permissioned systems rely
on an external selection process to be admitted into the system — with the
authority to choose [participants] typically residing with an institutional or
organizational process [40]. In other words, permissionless systems are
open to any new participant, whereas permissioned systems are not. Some
authors define decentralized systems as only those in which anyone is able

"Honoring Bitcoin’s pseudonymous inventor, Satoshi Nakamoto.



to participate [lI2]], effectively restricting the notion of decentralized sys-
tems only to open, permissionless systems. As a general principle, even if
we accept permissioned systems as decentralized ones, permissionless sys-
tems are to be considered more decentralized than permissioned systems.

Some authors further refine the notion of open, permissionless systems fo-
cusing on equality of participants within the system. Karakostas et al. [31]
define egalitarianism in a rather technically involved way aiming at captur-
ing the proportionality of rewards of participants in blockchains compared
to their investment. In a related approach, Fanti et al. [24] define equitabil-
ity, which quantifies how much a participant can amplify her token holdings
compared to her initial investment. In the next section (Section [3), we argue
that these refinements of Openness are not general enough and define a new
refinement of Openness, using the notion of Inclusiveness.

Finally, some authors recognize operational decentralization as a facet of
decentralization related to Openness [44]. Intuitively, operational decen-
tralization aims at capturing hardware requirements for participation in the
system — the smaller the hardware requirements, the higher the possibility
for anyone to participate in the system and, hence, the higher the level of de-
centralization. For instance, a system which requires large amounts of stor-
age (e.g., hard disk space) to participate in blockchain A would be deemed
more centralized than blockchain B which requires less storage space [44].

. In-protocol Incentives refer to the existence of rewards for protocol par-
ticipants, paid out to protocol participants in the protocol’s native token.
Incentives are an important facet of decentralized systems [44]: Troncoso
et al. [52] argue that the development of adequate incentives is necessary to
build a successful decentralized system.

In general, In-protocol Incentives test the Openness of the system. On the
one hand, an open system that provides incentives for participants will at-
tract new participants. On the other hand, a seemingly open system that
does not provide In-Protocol Incentives effectively limits its Openness, as
new participants have less economic rationale to join the system. Such a
system may resort to out-of-protocol incentives, in which case incentives
are not governed by system software but by people. Out-of-protocol incen-
tives may involve existing participants establishing business and contractual
relations with new participants to motivate them to join the system. This
approach resembles and is more common in permissioned networks [[11],
which, as we discussed, do not satisfy Openness.

In the context of incentives, wealth distribution across token stakeholders is
also considered as an aspect of decentralization [44]].



4. Governance of the system, focusing on power of human stakeholders to
influence and change key rules in the system, e.g., through software updates.

Several parameters for evaluating the decentralization of governance power
have been proposed or discussed in the literature. These include:

(a) governance of the infrastructure [25]], or improvement control [44], of-
ten involving the number of developers contributing to systems’ code-
base and the number of people contributing to the discussion around
the system design [12]],

(b) existence of a public face [25]], which can be defined as a personal-
ity and/or institution that is widely recognized as a spokesperson or a
representative of the system.

(c) owner control, measured by examining the total tokens accumulated
by the stakeholders in the early adoption period. Depending on the
consensus mechanism used, such early tokens may give more power
to their owners, causing inequalities and centralization — this is par-
ticularly relevant in Proof-of-Stake systems [44].

Finally, some authors [44] consider additional facets of decentralization, in-
cluding the decentralization at the network layer, i.e., pertaining to the decen-
tralization of the network that underlies a distributed system, and the decentral-
ization at the application layer, which includes, e.g., the diversity of wallets and
exchanges. We acknowledge these decentralization facets that go beyond the core
of the system itself, opting to focus on systems proper in this position paper.

3 Inclusiveness in Decentralized Systems

In this section, we define Inclusiveness, which refines the notion of Openness
defined in the previous section. We argue for Inclusiveness as a key property of
decentralized systems and show that Proof-of-Stake systems are not inclusive, in
contrast to Proof-of-Work systems.

Inclusiveness is somewhat similar to the notions of egalitarianism [31] and
equitability [24]. Compared to Inclusiveness, these notions are less general as
they are defined only for protocols with incentives, practically quantifying the
linearity of reward distribution compared to the investment made.

Towards defining Inclusive systems, we first define the notion of Equal Op-
portunities.

Definition 1 (Equal Opportunities). A decentralized system provides Equal Op-
portunities if it satisfies both of the following conditions:



o (Resource Symmetry) The system allows any (new or existing) participant
Bob to have an equal role in the system as any other existing participant
Alice, provided Bob makes the same investment in system resources as Al-
ice. Specifically, this means that if we swap the identities (private/public key
pairs) of participants Alice and Bob, the resulting system should be indis-
tinguishable from the original system.

e (Genuine Openness) The system cannot reach a state in which it prevents
Bob from making such an investment. Specifically, Bob’s ability to make this
investment must never depend on the permission or actions of either Alice
or other participants in the system.

The first condition of the Equal Opportunities property aims at capturing re-
source symmetry, intuitively capturing equality among new and existing network
participants. The motivation behind resource symmetry is to measure if the sys-
tem gives participants equal power in the system (given that their investment is the
same), or if it makes some participants “more equal” than the others, e.g., based
on discriminating their identities.

For example, two miners in Bitcoin’s Proof-of-Work have an equal role and
expected rewards in the system if they contribute the same computing (hashing)
power to the system (i.e., if they make the same investment in system resources).
On the other hand, swapping identities of a participant Alice, who is part of a
permissioned system, and Bob, who is not, yields a system which can be dis-
tinguished from the original one. In other words, permissioned systems are not
resource symmetric. Moreover, not all permissionless systems are resource sym-
metric.

The second property of Equal Opportunities aims at refining the Openness
property. In principle, an open (permissionless) system could be resource sym-
metric but prevent, in some state, new participants from making an investment
in system resources that would allow them to match the investment of existing
participants. Arguably, such a system could not be deemed as genuinely open.

Finally, we define Inclusive decentralized systems.

Definition 2 (Inclusiveness). A decentralized system is called Inclusive if and only
if it satisfies Equal Opportunities.

It is easy to see that inclusive systems are a subset of open (i.e., permissionless)
systems. However, not all open systems are inclusive.

Proof-of-Stake and Proof-of-Work permissionless consensus protocols have
fundamentally different implications on the decentralization of the network, which
are captured by Genuine Openness. In the following, we show that Proof-of-
Stake systems do not satisfy this aspect of Equal Opportunities and, hence, are



not Inclusive. We also provide a high-level argument that Proof-of-Work systems
satisfy Inclusiveness.

In short, in Proof-of-Stake, “miners” do not expend electrical energy for min-
ing but vote with power proportional to the size of their stake, i.e., holdings in
the native token dedicated to voting. This not only implies considerably different
economical dynamics compared to Proof-of-Work [24], but may outright lead to
violation of Equal Opportunities.

To see this, consider the following simple example of a non-inflationary Proof-
of-Stake system, i.e., the one with the non-increasing total supply of a token. If
existing miners control more than 50% of the stake in the network and are un-
willing to sell their stake to new participants, new participants can never reach
the stake of old miners, regardless of the size of their investment. This violates
the Genuine Openness aspect of Equal Opportunities and, consequently, Inclu-
siveness. In this sense, the fact that in Proof-of-Stake existing participants can
possibly prevent new participants from meaningfully joining the system evokes
similarities between permissioned and Proof-of-Stake permissionless systems.

On the other hand, Bitcoin’s Proof-of-Work satisfies Genuine Openness. Namely,
the nature of Proof-of-Work consensus (see Sec. |4.1|for details) does not prevent
any participant from making an investment into system resources. In particular,
and assuming a free market for computing power, as well as absence of scarcity
of computing power and energy, existing participants cannot prevent new partici-
pants from entering the system. With innovation in computing (Moore’s law), the
computing power of the existing participants actually decays in time compared
to the computing power available outside the system, which is free to join the
network.

Therefore, we conclude that Bitcoin is an Inclusive system, whereas (non-
inflationary) Proof-of-Stake based systems are not. We leave as open the follow-
ing crypto-economics problem: are there variants of Proof-of-Stake which prov-
ably satisfy Equal Opportunities?

4 Why Bitcoin Does Not Waste Energy

In the previous section, we argued that the systems based on Proof-of-Stake are
not inclusive, as opposed to those based on Proof-of-Work. Therefore, assuming
that we accept Inclusiveness as a necessary aspect of decentralization, it follows
that Proof-of-Stake blockchain systems cannot be used as the basis for decentral-
ized systems (i.e., for the so-called layer 1 (L1)).

While Bitcoin and its Proof-of-Work could, technically, be used as the layer
1 of decentralized systems, the seemingly insurmountable issue of its “excessive”
energy consumption remains. We propose an argument as to why this is a non-



issue and support the claim that the energy consumption of Bitcoin is actually
good for humankind and planet Earth, arguing that it is neither wasteful nor ex-
cessive. We leave formal modeling and proofs of this argument to future work and
the future itself.

Towards making such an argument we need to depart from the narrow domains
of computer science and engineering To help see the “big picture”, we reason
about Bitcoin from the angle of other sciences such as sociology, economics and
philosophy. We believe that this is, in itself, thought-provoking, as it brings to
the spotlight the multi-disciplinary implications of Bitcoin, revealing its intrinsic
beauty and ingeniousness. The main impact of the novelty of Bitcoin is to be
measured in the spheres of socio-economics and metaphysics, not in computer
science.

To this end, later in this section (Sec. {.3), we will perform a thought exper-
iment in which we will discuss the properties of a prospective world in which
Bitcoin becomes the pre-dominant money for mankind, or unit of account. For
the sake of simplicity, we will perform the thought experiment assuming that Bit-
coin becomes the only currency in use — we believe that most of our conclusions
would hold even if alternative currencies continue to exist, so long as Bitcoin be-
comes the unit of account. Then, we come back to discussing energy expenditure
of Bitcoin (Sec.[4.4), provoking the reader to reconsider if this energy expenditure
is a fair price to pay for living in such a world.

In the course of the thought experiment, our economics arguments will mostly
be made using simple logical thinking, based on infinite vs. capped money supply,
in an attempt to address a large audience. However, for readers who prefer a more
structured scholarly approach, where appropriate we will refer to and echo the
economics views of the so-called Austrian School of economics, and in particular
the thoughts of Friedrich A. Hayek, the 1974 Nobel Memorial Prize laureate

Before this, in order to make this paper self-contained, we briefly present, in
Section the background behind Bitcoin and briefly evaluate its decentraliza-
tion (Sec. using the methodology of Sections[2]and 3] A reader familiar with
Bitcoin may skip the next section, whereas a reader unfamiliar with Bitcoin is
encouraged to also read Nakamoto’s original whitepaper [43]].

2Provided we do not invoke the Simulation Argument [[19] to remain in the realm of computer
science.

3Specifically, Hayek’s “The Constitution of Liberty: The Definitive Edition” [30], first pub-
lished in 1960.



4.1 Background on Bitcoin
4.1.1 Bitcoin Basics: Use Case and Monetary Policy

Bitcoin [43] is an open-source peer-to-peer computer network for generating and
transferring Bitcoin’s native token (bitcoin or “BTC”) among the users (peers) of
the network. Bitcoin was conceived as an electronic cash network to allow online
payments to be sent directly from one party to another without going through a
financial institution or any other trusted middleman. This was not possible prior to
Bitcoin as all electronic payments required trusted intermediaries, unlike physical,
in-person, cash or barter transactions.

On a high-level, in Bitcoin, user Alice wishing to send 1 BTC to another user
Bob, digitally signs, using her private cryptographic key, a transaction to trans-
fer 1 BTC from an address A, that Alice controls, to address B supplied to Alice
by user Bob. Alice’s private key is cryptographically tied to address A (which is
basically a cryptographic hash of a corresponding public key). Knowledge of the
private key allows Alice to have control over her BTC. As a fundamental princi-
ple, whoever controls the private keys corresponding to a given address controls
bitcoin pertaining to that address.

The main challenge in such a system is that users do not trust each other.
Namely, Alice could attempt to double-spend her bitcoin. Consider the following
example of a double-spend attempt. Alice signs transaction #Xjic.—o—po» iN Which
she transfers 1 BTC from address A she controls, to Bob’s address B. However,
she also signs a conflicting transaction #xajic.—o-asice iIn Which she sends 1 BTC
from address A to another address A’ that Alice also controls.

Which of these conflicting transactions should be actually taken into account?
This is the main technical problem that Bitcoin solves. In a process called consen-
sus, peers in the Bitcoin network, without trusting each other, agree on the global,
totally ordered ledger of all transactions in the system.

In our example, all peers in the Bitcoin network would agree on the relative
order between the two conflicting transactions #Xjice—ro—Bo» aNd tXAjice—ro—atice- The
first transaction in that order would be considered valid, whereas the other would
be discarded.

Besides preventing double-spends (as a safety property), another important
property Bitcoin provides is censorship resistance (as a liveness property). In
short, censorship-resistance guarantees that a correctly-behaving user Alice will
have her transactions eventually included in the ledger (while possibly having
Alice pay a transaction fee for this service). In other words, censorship-resilience
guarantees that transactions will not be excluded from the Bitcoin ledger due to
actions of the Byzantine adversary or peers disappearing from the system.

For efficiency reasons, Bitcoin processes transactions in blocks, grouping a



number of transactions together, up to a certain maximum block size. Effectively,
the Bitcoin consensus mechanism establishes a global order on those blocks form-
ing a chain of blocks (i.e., a “blockchain”). Consequently, Bitcoin establishes
global order on the transactions contained in those blocks.

Bitcoin software defines a so-called genesis block, the first block in the chain,
to which the latter blocks are appended. The Bitcoin genesis block contains a
link to the “real” (physical) world, by embedding the headline of the cover page
of The Times (British daily national newspaper) from January 3rd, 2009 reading
“Chancellor on Brink of Second Bailout for Banks”. This link to the real world,
beyond possibly conveying a motivation for the existence of Bitcoin, is important
for proving that the creator of the Bitcoin network could not have ran the code
prior to January 3, 2009.

At the beginning of the Bitcoin blockchain history, there weren’t any bitcoin
to transact, as none had been brought into existence (i.e, minted or mined) yet.
To bring bitcoin into existence, Bitcoin software defines a block reward, which
is an incentive for network participants to take part in Bitcoin consensus. Bit-
coin rewards every participant who successfully adds a block to the blockchain
with a fixed reward, which halves every 210,000 blocks. The period of 210,000
blocks corresponds roughly to 4 years, as Bitcoin block production time is set to
self-adjust to 10 minutes per block on expectation. For the first 210,000 blocks,
the block reward was 50 BTC per block. With maximum supply, as stipulated by
Bitcoin code, being 21 million BTC, 50% of all bitcoin have been mined in the
first 210,000 blocks. With block reward halving to 25 BTC, from block 210,001
to block 420,000, an additional 25% of the total supply have been minted in that
period, and so on, with the current Bitcoin block reward conveniently conveying
which percentage of the total supply has been minted within the current 4-year
window. Currently, more than 12 years after the genesis block, the Bitcoin net-
work has produced over 700,000 blocks with the current block reward being 6.25
BTC The last 10% of Bitcoin’s total supply is to be mined between today and
the year 2140.

A participant in the Bitcoin network is an entity that runs a full node. Each Bit-
coin full node keeps the entire history of the blockchain, validates new blocks and
(optionally) participates in creating new blocks. Bitcoin’s maximum block size
and a relatively conservative time period interval of 10 minutes between blocks
imply that the blockchain does not grow too fast compared to advances in com-
puter hardware. Users can opt-out from running full nodes, by maintaining only
client wallets, which protect their private keys and send Bitcoin transactions to
others’ (full) nodes.

In the following, we explain how blocks are generated and validated in the

“Each bitcoin is divisible into 100 million smaller units, usually called satoshis.



Bitcoin consensus.

4.1.2 Bitcoin Consensus

Bitcoin consensus proceeds as follows [43]:
1. New transactions are broadcast to all nodes.

2. Each node collects new transactions into a block. A node cryptographically
links the new block to its predecessor (parent) block. These parent links
define the position of the new block in the blockchain, all the way to the
genesis block. In short, a node chooses the predecessor block for the new
block to be the one which has the longest chai to the genesis block, out
of all blocks known to a node. In principle, nodes consider the transaction
history defined by the longest chain as the only valid one.

3. In the process often called mining, or Proof-of-Work [43]], each node works
on finding a final piece of information, called a nonce that, when embedded
into the new block, will make other nodes accept and declare the new block
as valid.

This is the key point in the otherwise relatively straightforward Bitcoin con-
sensus. Namely, Bitcoin requires a cryptographic hash of a valid block to
start with a number of zeros (0s) when represented as a bit string. Since
the output of a cryptographic hash function cannot effectively be predicted,
a hash of a block with one specific nonce appears basically as a random
string of Os and 1s. Therefore, nodes need to try many nonces in order to be
lucky and construct the required final data for the block such that the hash
of the block will start with many Os, as required by the validation code. The
number of zeros required is self-adjusted by the network during its lifetime,
based on code, to maintain an expected block time of 10 minutes between
the blocks.

Finding a nonce which makes the block valid is effectively a very simple
but computationally intensive guessing game in which a node repeatedly
tries different nonces, applies them to the rest of the block, applies the hash
function and sees if the output hash has the required number of leading
Zeros.

4. When a node finds a nonce and completes the Proof-of-Work, it broadcasts
the block to all nodes.

SIn fact, it is the chain which requires most work, which is most often the longest chain. For
simplicity of narrative, we talk about “longest chain”.



5. Other nodes accept the block only if: (i) all transactions in it are valid and
do not contain already spent bitcoin, and (ii) the hash of the block starts with
the required number of Os. Unlike the mining step (step 3), this validation
step (step 5) is very simple and cheap to compute.

In the recent months, the Bitcoin network as a whole is estimated to have
performed anywhere between 68 EH/s (exahashes per second) on June 28, 2021
and 190 EH/s (on May 9, 2021). An exahash per second is one quintillion (a
billion billion) hashes per second, a very large number of operations. With each
hash operation costing actual physical-world energy to compute, this results in
large power consumption of the Bitcoin network, which is sometimes frowned
upon and considered as wasted.

4.2 Bitcoin’s Decentralization

In evaluating Bitcoin’s Resilience, we look at two major possible issues: the
double-spending (safety) issue and the censorship of transactions (liveness) is-
sue. To mount these attacks effectively on the Bitcoin network, the attacker needs
to control more than 50% of the network computing power. This would allow the
attacker to simply ignore blocks produced by the rest of the network and produce
the dominant longest chain, which would then, by Step 2 of the Bitcoin consensus
protocol (Sec. be the effective history of transactions. In the case of cen-
sorship attacks - this new history could simply be empty of transactions. This is
known as a 51% attack for Bitcoin and requires a majority of the hash power of
the network.

Whereas it is difficult to precisely calculate the Nakomoto coefficient (number
of different authorities required to mount the attack) for Bitcoin, this resilience can
be (very) conservatively estimated. Namely, to spread out more evenly, in time,
their earnings from block rewards, Bitcoin nodes often group into so-called mining
pools. While individual nodes are often not directly under the control of a mining
pool’s operator authority and could leave the mining pool if they detected that they
were participating in an attack, for a very conservative estimate of Resilience one
could theoretically assume that a mining pool fully controls all the nodes within.
With this in mind, at the time of writing, more than 50% of Bitcoin mining power
is controlled by 4 mining pools.

However, in practice, and as indicated in the Bitcoin whitepaper [43], the eco-
nomic incentives of Bitcoin make safety attacks towards compromising Resilience
less likely than if the In-Protocol Incentives did not exist. If certain nodes control
a large amount of computing power, they have an economic dilemma between us-
ing that power to attack the system or using that power to behave correctly and
earn block rewards and transaction fees. This intuitively contributes to effectively



increasing the Nakamoto coefficient (Resilience measure) and consequently in-
creasing the decentralization level of the network, in presence of economically
rational participants.

As for other facets of decentralization we defined earlier in the paper, Bitcoin
is Inclusive (Sec.[3)) and has in-Protocol Incentives (Sec. |4.1)).

It also has excellent operational decentralization, i.e., has low hardware re-
quirements for running a full node. Today, the size of the Bitcoin blockchain is
about 400GB of data, which means that a full node can be easily run on low-cost
hardware, with a mid-sized hard-disk (or a larger microSD card) and internet con-
nection, basically by anyoneﬁ This last feature is an important decentralization
aspect, and has many benefits. We will illustrate one such benefit later, in Sec-
tion outlining a design that requires a user of a Proof-of-Stake blockchain
to run a Bitcoin node to prevent a number of critical attacks on Proof-of-Stake.
If running a Bitcoin full node would have had high hardware requirements, this
approach would be unrealistic.

Low hardware requirements for running a full node do not imply that every-
one can be successful in mining. Full nodes are incentivized to invest more into
hardware and computing equipment if they wish to have a higher probability of
obtaining block rewards in the Bitcoin consensus. It is well known that econom-
ically viable Bitcoin mining requires larger investments, with large miners even
running datacenter-size operations. Here, we should not confuse equal opportuni-
ties and inclusiveness with linear payouts, i.e., rewards proportional to an invest-
ment. Like practically any other economic undertaking, Bitcoin mining benefits
from economies of scale. This does not undermine its inclusiveness.

Finally, Bitcoin’s Governance benefits from the absence of any single individ-
ual or company acting as its public face (as Satoshi Nakamoto disappeared from
the public discourse more than ten years ago). Regarding owner control, Bitcoin
did not have a hidden owner accumulation phase. The first transaction in the
Bitcoin network happened in block #170, seemingly between Satoshi Nakamoto
and a cryptographer Hal Finney, on January 12, 2009, nine days after The Times
newspaper timestamp contained in the genesis block. The first block following
the genesis block was mined, probably by Satoshi Nakamoto, six days after the
genesis block, on January 9, 2009

Concerning code improvement proposals, anyone can propose a change to

®Bitcoin full node can be run on hardware which today costs about $200 USD, see https:
//getumbrel . com.

"As it is widely believed, Satoshi Nakamoto may have mined a sizeable number of bitcoin in
the early days of the network following the genesis, as an early participant. The exact number is
practically impossible to support with hard evidence. However, we do have hard evidence, in the
very Bitcoin transaction history, that an overwhelming majority of those early bitcoin that could
be attributed to Satoshi Nakamoto were never transacted on the network.
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the Bitcoin open-source software via Bitcoin Improvement Proposals (BIPS)E| In
practice, relatively few “core” developers (developers of the Bitcoin Core refer-
ence node software) propose and implement changes [[12]. Major changes to soft-
ware are relatively rare, with no BIP containing a backwards incompatible change
to Bitcoin consensus (also known as a hard fork) ever having been deployed in
the software. For changes that restrict consensus validation rules even further and
are backwards compatible (soft forks), consensus among core developers is re-
quired, together with approval of miners through on-chain voting. That said, as
Bitcoin is open-source software, anyone can make any change to the software.
Whoever makes such a change, changing e.g., Bitcoin parameters (block size, or
frequency, or token supply), has “only” to convince other users to migrate to us-
ing such a network. A number of such backwards incompatible changes to Bitcoin
code have resulted in Bitcoin network forks (examples include Bitcoin Cash and
Bitcoin Gold), all considerably less popular than Bitcoin.

4.3 Life on Earth with Bitcoin as Money and Unit-of-Account:
a Thought Experiment

Towards our thought experiment, we first review the incentives for participants
(people and businesses) in the current monetary system (Sec. and then move
to incentives for people in the Bitcoin system (Sec. 4.3.2). We then consider the
impact of Bitcoin on economic inequalities in Section

4.3.1 Human Incentives under the Current Fiat Monetary System

As Hayek put it in 1960, “With government in control of monetary policy, the
chief threat in this field has become inflation.” [30]. Hayek made this statement
even before we completely abandoned the gold standard in 1971 and transitioned
to so-called fiar money (not backed by anything), and well before progressive
reduction and subsequent elimination (in some jurisdictions) of required reserves
for commercial banks when making loans in fiat money.

In such an inflationary economic environment, with continuous increase in
monetary supply there are several issues, out of which we outline just a few:

e Savings are silently taxed by inflation, therefore incentivizing people fo
spend fiat money quickly, or to invest it.

e Investments are done through e.g., stocks, by entrusting funds to other eco-
nomical players, i.e., businesses. The success of these businesses is mea-
sured by their economic “growth”, where this “growth” is measured again

Shttps://github.com/bitcoin/bips
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in the same inflationary fiat currency. This incentivizes businesses to pro-
mote spending, which business predominantly do by relying on marketing
and ads to push products to people in an attempt to make them spend more.

e Consequently, the time preference of both individuals and businesses is high
(i.e., they are short-term oriented). Individuals are incentivized to spend
money quickly, whereas businesses are incentivized to “grow” by pushing
products to people, even if these are not needed by people. Marketing divi-
sions exist to create the demand for products.

Therefore, current inflationary fiat economy encourages and incentivizes spend-
ing of resources on otherwise unneeded products, for which demand is simply
created to fulfill the goal of selling more goods. It is not difficult to see that,
this being the predominant economic model for 8 billion people, is unsustainable
and will lead, in the long term, to overexploitation and pollution of the planet,
without necessarily improving quality of life. The current economic model lacks
incentives for long-term considerations.

This system has other profound issues related to the structure of the monetary
system and positioning of the preferred players (e.g., banks) in such a systemﬂ
As inflation creates more money supply, these preferred players are close to the
source of money (i.e., to central banks), creating the so-called Cantillon eﬁec
and inequalities in money distribution. These inequalities have profound implica-
tions on the very freedom and liberty of people who are at the opposite side of this
inequality.

4.3.2 Human Incentives under the Bitcoin Monetary System

The idea of using “rules versus authorities in monetary policy” has been argued
since, at least, Henry Simons [47] in 1936. As Hayek writes, “arguments ad-
vanced [by Simons] in favor of strict rules are so strong that the issue is now
largely on of how far it is practically possible to tie down monetary authority by
appropriate rules” [30].

Bitcoin, for the first time, offers a monetary network with such “strict rules”,
which cannot be changed or manipulated even by the strongest adversaries. Prior
to Bitcoin we, as a humanity, did not have such a technology. Therefore, it is par-
donable that we resorted to inferior solutions, including the current fiat monetary

9Stretching our decentralization terminology of Sections [2| and the fiat monetary system
does not provide Openness and, consequently, is not Inclusive.

10Richard Cantillon, an 18th century economist, suggested that inflation occurs gradually, orig-
inating the concept of non-neutral money, positing that the original recipients of new money enjoy
higher standards of living at the expense of later recipients. [§]]



system. However, since we now have this technology, let’s explore what kind of
the world it promises.

With the total money supply of 2.1 quadrillion monetary units (21M BTC
X 100M satoshis/BTC), Bitcoin is a monetary system with hard-capped money
supply. This cap cannot be changed in an undetectable way: a single independent
full node running Bitcoin software needs not to trust anyone to be able to verify
that the supply did not change. The same goes for the Bitcoin’s rate of increase in
money supply.

In the current adoption period, Bitcoin encourages long-term savings. This
argument can easily be made without resorting to the historical exchange rate
with respect to legacy fiat currencies (although this historical exchange rate can
be used to verify the argument). Namely, as adoption grows and more people
accept Bitcoin, its value grows, along with its network effect.

While people save and hold (colloquially, hodl [3]) Bitcoin, especially for
the long term, they change their time-preference and move away from the spend-
ing economy and its incentives (Sec. towards the mindset and an economy
which encourages savings and, consequently, preservation of natural resources.
While doing this, people have an option to retain financial sovereignty (which can
be directly related to personal freedom and liberties [30]) by securing their pri-
vate keys themselves. It is worth noting that this aspect of Bitcoin still requires a
considerable level of technological literacy.

Fast forward to the future in which Bitcoin is the only money for humankind.
People do spend their bitcoin but primarily on things they need, as they know
the Bitcoin are scarce. It is certainly possible to earn more Bitcoin by working,
yet this will entail providing genuine value to other people, in order for the latter
to be ready to spend their scarce monetary asset.

This marks a shift from a spending economy in which depreciating money is
spent on things we (think we) want but often do not need, to a saving economy
of appreciating money which is spent on goods we need (regardless of an indi-
vidual’s definition of a need — this is purely a local definition). Business models
dramatically change. Classical economic “growth”, along with short-term ori-
entation to revenues and profits, becomes largely meaningless under the Bitcoin
monetary standard, as one cannot infinitely grow their business when measured in
Bitcoin, as it is hard-capped. Instead, businesses need to focus on providing only
true value to people and can plan in long-term, since their monetary power does
not depreciate in time.

Under the Bitcoin monetary standard, humans as a species are incentivized to-
wards a savings economy and mindset, putting focus on their materialistic needs

""This of course occurs already today, yet people who can support themselves on fiat income
do not yet need to do this.



instead on their materialistic wants, which were often not even their genuine
wants, but were pushed to them in the fiat system. As roughly 8-10 billion people
(of the present and future) transition from the fiat monetary system to Bitcoin,
the effects on the environment become profound, with resources saved, helping
sustainability, even if this was not necessarily the original goal of every single
individual using Bitcoin.

As their Bitcoin savings allows people to accumulate and preserve the mon-
etary power that they gained by their past work, without fear of an external au-
thority who could depreciate its worth by external decisions, people are now free
to decide: do they want to work while providing the actual value to others, or do
they want to dedicate their time to art, poetry, science, new inventions, charity, or
spiritual development, etc? Here, we assume that the reader accepts that we live
in an era in which most jobs needed for human basic needs, can be done by the
machines and that we are steadily approaching a post-scarcity society, in which
all people can be ubiquitously provided basic needs (per Maslow’s hierarchy of
human needs). Technology already started to free people from the need to work
and will continue to do so, but only if the distribution of the benefits of such a
technology are shared among people.

The success of organizations will primarily be measured not by their revenue
and profits, but by their network effect and the number of human lives that they
qualitatively improve. An example is the Bitcoin network itself. It does not have a
classical business model in the context of the existing monetary system, nor does
it need one. It changes lives by pure adoption, giving people back their freedom
and their time. We can only imagine the potential of a society of free people, who
are not coerced to trade their time, the only scarce resource we humans actually
have, for ever-inflating money, and who are incentivized by the economic system
to save and mind their spending. In this sense, it is well probable that Bitcoin will
help us to evolve as a species.

4.3.3 On Economic Inequalities and Bitcoin

While Bitcoin is Inclusive (Sec. [3), i.e., it provides Equal Opportunities, it does
not guarantee economic equality. However, economic inequalities, in particular
the very glaring ones, are much easier to address with Bitcoin as planetary money
than in the current system. We provide several arguments towards supporting this
claim:

1. Bitcoin allows transfer of value over the internet in a decentralized, permis-
sionless and inclusive way. Note that this is not possible with the current
banking system, as large populations of the world are unbanked and author-
ities can stop and censor transactions. It is unprecedentedly easy to use this



feature of Bitcoin to “equalize” wealth. A straightforward example, which
applies to the world of today, are money remittances, i.e., funds sent by
migrant workers (typically in wealthier countries) to friends and family in
their homeland. This particular use case has already been a motivating use
case in Bitcoin’s adoption in El Salvador, which became the first country in
the world to adopt Bitcoin as a legal tender on 7 September 2021.

2. Under the Bitcoin monetary standard, it is very easy for individuals and
businesses to understand if they have a disproportionately high fraction of
Bitcoin compared to others. They simply need to divide the total supply
by their holdings and compare to the number of people on Earth. Note that
this is impossible, in general and for the long-term, in the current monetary
system regardless of ones’ balance in the bank, as the supply is long-term
uncapped (at any given point in time this is possible to estimate, but requires
cumbersome computation of the entire fiat money supply and wealth in the
world).

With such an understanding of their own financial security, people could
more easily decide to give and donate their money thereby reducing eco-
nomic inequalities.

3. Bitcoin mining can be done practically by anyone, anywhere. While Bitcoin
mining consumes energy, energy is very democratically and rather equally
distributed across the entire world. In practically every corner of the planet,
the sun shines, winds blow, rivers flow and/or geothermal energy exists. Bit-
coin’s reliance on energy expenditure therefore incentivizes research on uti-
lizing energy which is available in a respective corner of the planet. Across
the planet, renewable resources (as an aggregate) are the most equally dis-
tributed ones.

4.4 Conclusions on the Bitcoin Energy Expenditure

In the previous section, we outlined arguments which aim at justifying the en-
ergy expenditure of Bitcoin. We painted a reality which, hopefully, provokes the
reader to reconsider whether Bitcoin’s energy expenditure is genuinely “useless”,
“wasteful” and “excessive”. We did this in an unapologetic way, refraining from
even calculating what fraction of world’s energy Bitcoin uses or will use. We
maintain that, if Bitcoin brings us closer to a more sustainable world of free peo-
ple, any fraction of the energy we produce as humans towards this end is justified.
A very large energy expenditure on Bitcoin might, perhaps, even help catalyze
our evolution to a Type I civilization on the Kardashev scale The widely-used

Zhttps://en.wikipedia.org/wiki/Kardashev_scale
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comparison of Bitcoin’s energy expenditure to today’s nation—state#ﬂ should per-
haps only be used to understand which nation-states would still have the power to
break the security of Bitcoin (by mounting the 51% attack) if they would somehow
engage all the power available in their country.

That said, we should continue investing in research on technologies that would
reduce energy expenditure of Bitcoin, yet that would at the same time provide the
same or stronger security and decentralization guarantees. So far, such a technol-
ogy has been elusive. It seems that the second law of thermodynamics might be a
challenge here, as Bitcoin reliance on repeated computation of an irreversible hash
function, which is the key to its security, results in an irreversible heat production
[37].

In a different approach, one might ask whether this expended energy might
be used for something “actually useful” and not for simple repetitive, “useless”
hashing; such efforts exists, but have so far not been successful. For instance, one
proposal made up on-the-fly would be to use this energy towards, say, machine-
learning and/or data science. Today, these are sometimes used for good purposes
but more often simply to better place ads and "improve" businesses performance
in the technologically and humanly inferior monetary fiat system we live with. We
have to be very careful in what we define as “useful” and how we define value.
What is useful at one level of abstraction and in one value system can be seen as
a completely useless activity in another value system of reference, which might
actually be considerably better for humanity.

Some readers may be motivated to precisely calculate the net effect of Bit-
coin’s energy consumption and might feel uneasy to accept the high-level argu-
ments we presented here towards showing that Bitcoin is good for humankind.
Such a calculation would certainly be interesting to see, yet challenging to per-
form as Bitcoin’s energy expenditure will need to be contrasted to the sum of
energy expenditure on activities that Bitcoin renders obsolete or reduces consid-
erably. These include but are not limited to: legacy banking system, data centers
powering ad-based spending, and the sum of all activities people undertake under
coercion from the current monetary system. It would also need to take into ac-
count the human time wastes under the current system and its opportunity cost.
Intuitively, we conjecture that the net result will be orders of magnitude in favor
of Bitcoin.

3See e.g., https://digiconomist.net/bitcoin-energy-consumption,
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S Towards Decentralized Cloud Computing

5.1 Challenges

In the previous section, we argued for the Bitcoin network as the backbone for the
money of the future. Once we embrace this thought and accept that the future will
include a very secure and decentralized, albeit low-throughput consensus network,
an interesting question arises: can we leverage Bitcoin consensus in use cases
other than money?

One possibly interesting use case is decentralized cloud computing and, more
generally, the internet. Today’s internet is becoming increasingly more central-
ized, with half of the internet traffic in 2019 coming from only 5 internet com-
panies (well-known social network, cloud and content providers), which is to be
contrasted to thousands of autonomous systems (ASs) needed to reach this frac-
tion in 2007 [27].

In the light of this galloping centralization of the internet, powered by the cur-
rent ad-based economy, it is rightful to ask: how can we decentralize the internet
again? We clearly need economic models and payment networks to power this,
e.g., allowing paying content creators directly, instead through ads. While this
can be done on Bitcoin layers 2 and higher [29], as already being implemented by
Twitter, the question remains: how do we decentralize the rest of the cloud com-
puting infrastructure, namely computation and storage, while not compromising
their security?

First steps have been already made towards using blockchain to support de-
centralized arbitrary computation and data storage. For instance, Filecoin [[6] cur-
rently allows decentralized storage of immutable data with rather large capacity
(over 10 EB). A number of other projects (e.g., Ethereum [1]), make first steps to-
wards allowing development of general-purpose applications (‘“‘smart-contracts’)
and running them on the blockchain. Even though these are currently used mostly
for very limited use cases of debatable value, especially under the prospective Bit-
coin monetary standard (such as decentralized finance), the first steps have been
made.

Evolving these decentralized systems further entails two main problems: secu-
rity and scaling. In an attempt to scale their system, currently based on Proof-of-
Work, the Ethereum community decided to move to Proof-of-Stake as its (local)
backbone, proposing a Proof-of-Stake beacon chain [23], citing environmental
concerns around Proof-of-Work.

However, this poses issues with security and decentralization. In Section
we argued why a network based on Proof-of-Stake cannot be used as a Layer
1 of decentralized systems, due to lack of Inclusiveness. Beyond this funda-
mental issue, Proof-of-Stake protocols suffer from many attack vectors, including



“nothing-at-stake” [20], "long range” [21]] and other attacks. The situation seems
unfortunate, as Proof-of-Stake (PoS) and, more generally, identity-based Byzan-
tine fault-tolerant (BFT) protocols [53] remain one of the most promising avenues
for improving performance of decentralized systems, in addition to peer-to-peer
payment channels [29].

On the other hand, it is unrealistic to expect Bitcoin to include smart-contracts
on its main network, nor would this make sense given Bitcoin’s low-throughput.
Bitcoin is, rightfully so, conservatively evolving, with major upgrades being de-
ployed rather rarely and never as a hard-fork, i.e., in a backwards-incompatible
manner. This is critical to the security of the main network, and it’s the correct
approach. When it comes to security, less code is more, as more code practically
always introduces more vulnerabilities. For the backbone of the world’s monetary
network, introduction of potential vulnerabilities is a clear no-go.

This situation is, fortunately, addressable. In the rest of this section:

e We first discuss, in Section how to help secure more scalable consensus
protocols, leveraging the Bitcoin blockchain. More specifically, we discuss
a promising approach to “saving” Proof-of-Stake blockchains by anchoring
(checkpointing) their state and weighted memberhip (stake) into the Bitcoin
blockchain, protecting them from long-range and nothing-at-stake attacks.
This approach will be possible in a scalable manner only after the Bitcoin
Taproot (supported by Bitcoin Core v0.21.1+) upgrade takes effect, at block
height 709632, expected in mid-November 2021.

e Then, in Section we discuss some of the additional challenges in ex-
tending this emerging architecture towards a genuine decentralized cloud.

5.2 Bitcoin as a Backbone for PoS/BFT Protocols

Long-range attacks on Proof-of-Stake [21] rely on the inability of a client or other
participant in the system, Alice, who disconnects from the system at time #; and
reconnects at a later time 7, > f;, to know that validators (i.e., stakeholders or
“miners” in a PoS network) who have been legitimate validators at time #; and
who leave the system (or transfer their stake) at time ¢’ (z, > ¢ > t;), are not to
be trusted anymore. These validators can fork Alice, without her being able to
recognize the attack even if she is presented with a “valid” chain fork. We illus-
trate this attack in Figure|[I|for the special case of equal weights among validators
(for simplicity). This illustration also demonstrates the related “I still work here”
attack [9]] in permissioned BFT-based blockchains subject to membership changes
(reconfiguration).

Steinhoff et al. recently proposed an approach to deal with the long-range
/ “I still work here” attack by anchoring BFT/PoS membership into Ethereum’s
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(b) When client reconnects, the initial configuration may be entirely corrupted
by the adversary (step 5).

Figure 1: Illustration of the long-range (“I still work here”) family of attacks on
PoS (BFT) systems.

Proof-of-Work (PoW) blockchain (Eth 1.0) using Ethereum smart contracts [S0].
As a Proof-of-Concept, the approach uses rather unscalable multi-signatures. This
approach will no longer be viable once Ethereum abandons Proof-of-Work: the
PoS of Eth 2.0 cannot be used instead PoW for anchoring as it too is vulnerable
to long-range attacks.

With Bitcoin Taprootlﬂ one can extend this design and make it scale to thou-
sands of PoS/BFT validators. In short, Bitcoin Taproot’s enables Schnorr thresh-
old signatures [45], which permit a public key to be constructed from multiple
participant public keys and require cooperation between all participants to sign
a transaction. These multi-party keys and signatures are indistinguishable from
their single-party equivalents and enable arbitrary ¢-out-of-n signing policies, very
amenable to BFT and PoS protocols.

“https://en.bitcoin.it/wiki/BIP_0341
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An idea very similar to porting the approach of Steinhoff et al. [50] to Bitcoin
Taproot has recently been proposed by Matt Bell [14], along with an initial de-
sign, in the context of enabling Proof-of-Stake sidechains for Bitcoin. Indeed, the
approach could be used for Bitcoin PoS sidechains which stake in BTC, as well
as for “external” PoS blockchains which provide staking in other tokens.

Below, we sketch how this approach might work (different implementations

and nuances in the design of this approach are currently being considered — see
also [14]):

1. Members of the current configuration of a PoS network A (C%) jointly con-
trol, using the Schnorr threshold signature scheme enabled by Bitcoin Tap-
root, the funds on the Bitcoin blockchain pertaining to network A on address
Ap.

2. When the configuration of PoS network A changes suﬂicientl say to
configuration C#, a Bitcoin transaction is constructed, outside the Bitcoin
blockchain, as follows:

(a) Members of the old configuration Cj jointly sign a single Bitcoin
transaction, which transfers BTC belonging to network A from ad-
dress Ay to new address A;. Here, address A, is jointly controlled by
members of the new configuration C%.

(b) The OP_RETURN opcode in the Bitcoin transaction can be used to
store a hash of any additional information validators or users of net-
work A need, such as the Merkle root of the most recent weighted
stakeholders or even the Merkle root of the entire state of network

Al

(c) Whatever information is referred to by its hash and stored in the OP_RETURN
opcode of the Bitcoin transaction, could then be stored in its entirety
into an external content-addressable decentralized storage. This could
be for example, Filecoin decentralized storage, or the Interplanetary
File System (IPFS) [[15}7].
In this case, the Filecoin/IPFS content ID (CID of new membership
Cf‘, and the latest state checkpoint of network A, could be stored in

SHere, the notion of a “sufficient membership change” is intentionally underspecified and may
depend on the security policy of network A.

16per https://en.bitcoin.it/wiki/OP_RETURN, “Many members of the Bitcoin commu-
nity believe that the use of OP_RET URN is irresponsible... for arbitrary data”. Fortunately, Bit-
coin is inclusive and decentralized and one does not need to ask permission from other members
of the community for using Bitcoin in a certain way.

7See https://docs.ipfs.io/concepts/content-addressing/,
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the Bitcoin transaction OP_RET URN opcode, whereas the data cor-
responding to said CID could be stored in Filecoin/IPFS.

3. The “account” of network A on the Bitcoin blockchain needs to be peri-
odically refunded with BTC to account for transaction fees on the Bitcoin
network. This could be done by having new nodes joining or staking on net-
work A deposit funds to the latest address used by network A on the Bitcoin
blockchain (above, address A;).

4. With such an approach to reconfiguration in place, Alice, the user of PoS
network A from the beginning of our long-range attack example, can re-
solve, by running a Bitcoin full-node and a client of content-addressable
decentralized storage (e.g., Filecoin/IPFS), all the information pertaining to
PoS network A.

It is worth noting that running a Bitcoin full node is not an issue here for
Alice, due to Bitcoin’s high operational decentralization (Sec. 4.2), as a
Bitcoin node could be run by an IoT device (e.g., Raspberry Pi) and a stan-
dard hard disk. In this context, the fact that Bitcoin blockchain size grows
“slowly” due to the small block size and 10-minute block time is an impor-
tant advantage.

Clearly, in the design outlined above, in addition to using Bitcoin as a stake
(membership) anchor, PoS network A could use its own content addressable stor-
age implementation instead of Filecoin/IPFS. However, such implementations are
rather involved and it is considerably easier for developers of new PoS networks
to leverage existing building blocks for the decentralized internet, i.e., Bitcoin and
Filecoin/IPFS.

5.3 Next Steps for Decentralized Computation and Storage

In order for decentralized cloud computing and the decentralized internet (so-
called Web3) to become pervasive and supersede current Web2 internet and cen-
tralized cloud computing, it is reasonable to require Web3 to run Web2 workloads,
with billions of transactions per second, low latencies, high security, etc. All this
should be ideally done with higher privacy, censorship resilience (freedom of in-
formation) and availability, to provide benefits for humanity over Web2.

This tasks is very challenging, in particular in the context of scalability. How-
ever, we firmly believe it is achievable. Towards this goal, we highlight some of
the decentralized systems areas which require more research. In a non-exhaustive
approach, focusing on problems related to scaling distributed computing for Web3,
we divided the problems to be tackled into the following research areas: 1) hier-
archical scaling, 2) scaling consensus proper, and 3) scalable execution. These



are supported by research considerations that are pervasive to all of these work ar-
eas: security (including privacy), decentralization, and correctness of design and
implementation.

Hierarchical scaling. Assuming a future Web3 handling Web2-sized workloads,
one cannot rely on a single L2 blockchain network (assuming Bitcoin at L.1) to
“rule them all”, much like today’s web workloads are not executed on any single
centralised machine.

This immediately brings sharding to the picture, i.e. the horizontal scaling
of decentralized systems. This requires extending the work at the intersection
of classical distributed computing and database problems related to concurrency
— such as cross-shard transaction semantics and shard state management — to
Web3-specific security challenges. There is already considerable work in this
area (see, e.g., [38,132,156]] and the surveys [57,155]), which is picking up in pace
in recent years, with more interesting and creative proposals appearing recently
(e.g., [34,139]). Sharding challenges related to scalability and security of shards
are complemented by low-level interoperability [[13] challenges among consensus
protocols of different families.

Not precluding alternative designs, we envision, as an extension of our de-
signed outlined in Section a world of hierarchical consensus protocols in
which children shards, powered by faster and more performant consensus proto-
cols, leverage stronger security of their parent shards, which might in turn have
weaker performance. In such a hierarchical approach, checkpointing into a higher
security context will be important.

Scaling consensus proper. In a possible hierarchical consensus approach we
mentioned above, different consensus protocols will be applicable to different
shards, layers and use cases.

We propose identifying the “best” consensus protocol within a given security
and scalability context, applicable to a single shard. Different consensus protocols
may be relevant, e.g., targeting distinct sybil attack protection mechanisms (e.g.,
based on verifiable resource commitments [42, 41]] or Proof-of-Stake), participat-
ing population size (e.g., whether we are dealing with thousands [28] or hundreds
[49] of nodes), performance, and security guarantees. Here, we should pay partic-
ular attention to the tradeoffs between ease of design, maintainability, and system
guarantees.

Here, it is very important to understand that scalable consensus protocol im-
plementations need to evolve into full-fledged battle-tested production systems.
There is work ahead of us not only in protocol design but in robust testing and
verification tools.



Scaling execution. Advances in scaling through sharding and scaling consensus
are insufficient without considering the scalability of application execution. Ex-
isting blockchain systems largely follow, within a single shard, a classical order-
execute architecture in which sequential execution of applications (e.g. smart
contracts or payment scripts) follows prior ordering of transactions [54]. This in-
troduces severe performance bottlenecks, which have been the target of decades
of research in databases, multi-core processors, and distributed systems.

Here, we will need to revisit the parallel execution problem through the prism
of existing decentralised applications (based on dedicated smart-contract virtual
machines [22]]) but also aim at accommodating larger-scale general-purpose scale
computations, including federated machine learning workloads or computations
over large data [33, [16], e.g., stored on IPFS. This may involve porting alter-
native execution models, such as execute-order-validate, tested in the domain of
permissioned blockchains [11] to the world of permissionless systems. Alterna-
tive application programming models which support better efficiency of parallel
execution (e.g., CRDTs [46]]) are also of particular interest.

Finally, very relevant to all these research areas in particular hierarchical scal-
ing and consensus proper, will be further research on improving distributed ran-
domness used in actual decentralized systems (e.g., drand [5]), using perhaps Bit-
coin itself [[18]], or approaches based, e.g., on verifiable delay functions [17].

6 Conclusions and Future Work

In this paper we argued for Bitcoin as a backbone of future decentralized money
and the internet, making a case for it to be good for humankind.

The main novelty of this paper is not necessarily technical — the main con-
tribution is a proposal to give existing systems, notably Bitcoin, a different look.
Author’s own view on Bitcoin changed only relatively recently from “generally
positive” to the one depicted in this paper, and this was equal to an enlightenment.
Arguably, one cannot change other people, but can only change oneself. The goal
of this paper is simply to share the message.

Future work in building decentralized systems, briefly tackled in Section
will, by definition, not be a task of any single individual or organization. An
interesting question here is how do we, decentralized systems researchers and
developers, organize better towards building coherent and interconnected systems,
while remaining in a decentralized working mode and outside the control of any
single organization?

In an attempt to facilitate this, we recently established ConsensusLab as a re-
search and development hub and part of Protocol Labs. One of the main goals of
ConsensusLab is to serve as a weak synchronization point for researchers across



academia, open-source blockchain projects and industry, and to help foster dis-
cussion and open collaboration pertaining to decentralized consensus and related
technologies that are at the heart of decentralized systems. The collaboration here
is, in part, related to openly discussing, criticizing and, perhaps, gently steer-
ing technical innovations in consensus, but is also very much related to meta-
collaboration, discussing how do we build tools, incentives and funding schemes
towards working together in a decentralized way. We wholeheartedly look for-
ward to these collaborations and future innovations.
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